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Introduction
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Background

Internet use cases shift

à From host-centric

Communicate via end-points (host/port)

à To information-centric

Access content via the network itself

à The network should probably account stronger for content
distribution

Target

à Designing a scalable and e�cient content-aware network
infrastructure
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NDN / CCNx

NDN / CCNx Overview

à Most Popular Information-Centric Networking approach so far

à Research project of Palo Alto Research Center (PARC)

à Named Data Networking (NDN)[1]

à Prototype implementation named CCNx[4]
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NDN / CCNx

Fundamental paradigms

à Publish / Subscribe
I Publish data In-network
I Receive data through subscription
I Matching publication and subscription in network

à In-network content addressing by name

à Cache content everywhere
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NDN / CCNx

—Draft for Dagstuhl seminar on Information-Centric Networking—

4 Discussing Information-centric Network Ar-
chitectures

Based on the identified building blocks in section 3, we will now discuss the
instantiation of these blocks for the specific approaches. In subsection 4.1, we
first provide an overview of CCN, PSIRP, 4WARD-NetInf, and DONA before
we compare with respect to naming/security (subsection 4.2), name resolution
and naming (4.3), in-network storage for caching (subsection 4.4), and APIs
(subsection 4.5).

4.1 Overview of Information-centric Networking Ap-
proaches/Related work

In this subsection we will present the existing approaches to Information-
Centric Networks: Content Centric Networking (CCN), Publish-Subscribe In-
ternet Routing Paradigm (PSIRP), Network of Information (NetInf) and Data-
Oriented Network Architecture (DONA).

4.1.1 CCN
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Figure 2: CCN overview

The main idea of CCN is that a request for an information object is routed
towards the location in the network where that information object (IO) has been
published. At the nodes traversed on the way towards the source the caches of
the nodes are checked for copies of the requested IO. As soon as an instance
of IO is found (a cached copy or the source IO) it is returned to the requester
along the path the request came from. All the nodes along that path caches a
copy of the IO in case they get more requests for it.

4.1.2 PSIRP

In PSIRP IOs are published into the network by the sources. Receivers can then
subscribe to IOs that have been published. The publications and subscriptions
are then matched by a Rendezvous system. The matching procedure results in a
rendezvous identifier (RI) that can be seen as an identifier for a communication
channel. The RI then, in turn, can be resolved (within a scope) to a forwarding
identifier that can be used for routing of data object through the forwarding
network.
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Figure: Abstract CCNx overview[2]

à Interest packets are routed towards sources

à Longest pre�x match on content names
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NDN / CCNx

Figure 1: Packets In the NDN Architecture.

Figure 2: Forwarding Process at an NDN Node.

achieved by conventions agreed between data producers and consumers, e.g., name conventions indicating
versioning and segmentation. Name conventions are specific to applications and opaque to networks.

Names do not need to be globally unique, although retrieving data globally requires a degree of global
uniqueness. Names intended for local communication may be heavily based on local context, and require
only local routing (or local broadcast) to find corresponding data.

To retrieve dynamically generated data, consumers must be able to deterministically construct the name
for a desired piece of data without having previously seen the name or data. Either (1) a deterministic
algorithm allows producer and consumer to arrive at the same name based on data available to both,
and/or (2) consumers can retrieve data based on partial names. For example, the consumer may request
/parc/videos/WidgetA.mpg and get back a data packet named /parc/videos/WidgetA.mpg/1/1. The
consumer can then specify later segments and request them, using a combination of information revealed
by the first data packet and the naming convention agreed upon by the consumer and producer applications.

The naming system is the most important piece in the NDN architecture and still under active research; in
particular, how to define and allocate top level names remains an open challenge. Not all naming questions
need be answered immediately, however; the opaqueness of names to the network – and dependence on
applications – means that design and development of the NDN architecture can, and indeed must, proceed
in parallel with our research into name structure, name discovery and namespace navigation in the context
of application development (Section 3.3).

2.2.2 Data-Centric Security

In NDN, security is built into data itself, rather than being a function of where, or how, it is obtained [51].
Each piece of data is signed together with its name, securely binding them. Data signatures are mandatory
– applications cannot “opt out” of security. The signature, coupled with data publisher information, enables
determination of data provenance, allowing the consumer’s trust in data to be decoupled from how (and from
where) data is obtained. It also supports fine-grained trust, allowing consumers to reason about whether a
public key owner is an acceptable publisher for a particular piece of data in a specific context.

However, to be practical, this fine-grained and data-centric security approach requires some innovation.
Historically, security based on public key cryptography has been considered inefficient, unusable and diffi-
cult to deploy. Besides efficient digital signatures, NDN needs flexible and usable mechanisms to manage
user trust. Section 3.4 describes how NDN offers a promising substrate for achieving these security goals.
Since keys can be communicated as NDN data, key distribution is simplified. Secure binding of names to
data provides a basis for a wide range of trust models, e.g., if a piece of data is a public key, a binding is
effectively a public key certificate. Finally, NDN’s end-to-end approach to security facilitates trust between
publishers and consumers. This offers publishers, consumers and applications a great deal of flexibility in
choosing or customizing their trust models.

NDN’s data-centric security can be extended to content access control and infrastructure security. Ap-
plications can control access to data via encryption and distribute (data encryption) keys as encrypted NDN
data, limiting the data security perimeter to the context of a single application. Requiring signatures on
network routing and control messages (like any other NDN data) provides much-needed routing protocol

4

Figure: Conceptual CCNx router architecture[8]
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NDN / CCNx

Name resolution & routing

à Routing on content names

à Multiple distributed origins possible

à Interest packets create soft-state (PIT entries)

à Reverse Path Forwarding through use of Pending Interest
Table (PIT)

à Soft-states time out or are cleared by corresponding data
packets
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NDN / CCNx

Security

à Secure content instead of communication channels
I Data integrity (e.g. self-certi�ability)
I Author & origin authentication

à Data transfer purely receiver initiated
I No data receipt w/o previous subscription

Subsumption

à Underlying paradigm is entirely di�erent from today's Internet

à NDN / CCNx claims protection against many network
attacks[3]
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Research Questions
F General Questions

F Problem Space

F Detailed Questions
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General Questions

Central Research Question

à Relating to the NDN / CCNx approach
I Which security issues do still exist?
I Which new attack vectors arise?
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Research Question
F Problem Space
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Problem Space

Anticipated vulnerabilities[6] I

à Resource Exhaustion

Exhaustion of FIB / PIT table space or CPU capacity

à State Decorrelation

Unwanted tra�c �ows through failures in distributed state
coherence

à Path & Name In�ltration

Malicious attraction of name pre�xes
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Problem Space

Anticipated vulnerabilities[6] II

à Cache Pollution

Degrade regular cache performance through content hotness
manipulating

à Cryptographic Breaches

Large amounts of data & long lived signing keys provide
increased attack surface
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Research Question
F Detailed Question
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Detailed Questions

Furthermore focus on

à Resource Exhaustion case

Detailed Questions

à Do the anticipated issues exist?

à System behaviour in case of appearance?

à Counter measures to eliminate or mitigate impact?
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Methodology
F Scenarios

F Metrics

F Approaches
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Methodology

Procedure

1. Develop threatening scenarios

2. De�ne metrics to be collected during measurement

3. Select appropriate environment / approach to run
measurement
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Scenarios

Threatening Scenarios

I PIT attack

Create bulks of Interests
I Existing content

PIT entry removed by arriving data
I Non-existing content

PIT entry removed by timeout

I FIB attack

Create bulks of routing information
I CPU stress through continuous SPF runs
I Memory exhaustion through amount of routing entries
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Methodology
F Metrics
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Metrics

Metrics of Interest I

à PIT Count

Number of Pending Interests per node

à Interest Retransmission rate

Number of Interests su�ering retransmission

à FIB-Entry Count

Number of name-based routing entries
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Metrics

Metrics of Interest II

à Memory Consumption

Amount of memory consumed

à CPU Utilisation

Amount of utilized CPU resources

à Network Throughput

Amount of data that was transmitted per second
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Methodology
F Approaches
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Approaches

Approaches

à Simulations

Setup simulation tool, meter relevant data

à Testbed

Setup network of CCNx nodes, meter relevant data

à Theoretical considerations

Consider limitations, �aws and issues on theoretical basis
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Approaches

Characteristics

Simulation Testbed

à Deterministic à Non-deterministic

à Single node emulates
network

à Large number of nodes
required

à No real code execution1 à Real code execution

1traditionally; see DCE
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Approaches

Environment

Simulation Testbed

à Barely dependent on
execution environment

à Environment dependent
execution

à In-memory execution à Communication with
other nodes
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Approaches

Handling

Simulation Testbed

à Simple scenario de�nition
by code or descriptive

à Distributed node & state
management required

à Simple linear event
correlation

à Clock sync to obtain
causal relation
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Approaches

Resource Utilisation & Scaling

Simulation Testbed

à Light-weight
implementation

à Increased resource
requirements

à Analysis based on
emulation of large,
real-world topologies

à Actual node and network
utilisation

à Limited by simulation
node capacity

à Limited by number of
available testbed nodes
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Progress, Conclusion & Outlook
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Progress, Conclusion & Outlook

Actual progress

(3) Testbed implementation
I PIT attack
I Up to 5 nodes
I Results presented in [5, 7, 6]

(2) Simulation implementation
I PIT attack
I Hundreds of nodes

(-) Problem solution

Conclusion & Outlook

I Lot's of work forthcoming

I Still many threat analysis pending

2work in progress
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Thanks for your attention!
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